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    PiiCatalog

Regexes and validators for 29 personal identifiers: email addresses, phone numbers, payment cards, IBANs, IP addresses, dates of birth, EU VAT numbers, and national identity, tax and social security numbers from 18 European countries and the US.
Each value a regex finds is confirmed by a check digit or structure check where the identifier has one, and a scanner finds them in a text, most of them in one shared regex pass.
No processes, no state and no runtime dependencies: nothing is started, cached or logged.
Mix.install([{:pii_catalog, "~> 0.1"}])

scanner = PiiCatalog.compile()
PiiCatalog.find(scanner, "Pay to DE89 3704 0044 0532 0130 00 by Friday")
#=> [%PiiCatalog.Match{name: :iban, value: "DE89 3704 0044 0532 0130 00", offset: 7, length: 27}]
Identifiers
"Checked" is what a candidate must pass after the regex finds it. "Keyword" says whether the regex matches only directly after a word naming the identifier. Each vector file holds values that must be found, values of the right shape that fail the check, and look-alikes that must not be found.
	Name	Identifier	Regions	Checked	Keyword	Vectors
	email	Email address	Global	Format only	no	email.exs
	phone_us	US phone number	United States	Structure only: Area code and exchange that can exist	no	phone_us.exs
	phone_intl	International phone number	Global	Format only	no	phone_intl.exs
	ssn	US Social Security number	United States	Structure only: Excludes numbers never issued	no	ssn.exs
	credit_card	Payment card number	Global	Check digit: Luhn check digit	no	credit_card.exs
	iban	IBAN (bank account number)	Global, European Union	Check digit: Length for the country and mod-97 check digits	no	iban.exs
	ip_address	IPv4 address	Global	Structure only: Each part 0–255	no	ip_address.exs
	date_of_birth	Date of birth	Global	Format only	required, part of the match	date_of_birth.exs
	cpr_dk	Danish CPR number	Nordics, European Union, Denmark	Structure only: Date of birth, after the word CPR	required	cpr_dk.exs
	hetu_fi	Finnish personal identity code (henkilötunnus)	Nordics, European Union, Finland	Check digit: Date of birth and check character	no	hetu_fi.exs
	kennitala_is	Icelandic kennitala	Nordics, Iceland	Structure only: Date of birth and century digit, after the word kennitala	required	kennitala_is.exs
	fodselsnummer_no	Norwegian national identity number (fødselsnummer)	Nordics, Norway	Check digit: Date of birth and two mod-11 check digits	no	fodselsnummer_no.exs
	personnummer_se	Swedish personal identity number (personnummer)	Nordics, European Union, Sweden	Check digit: Date of birth and Luhn check digit	no	personnummer_se.exs
	svnr_at	Austrian social security number (SVNR)	European Union, Austria	Check digit: Check digit, after the word SVNR	required	svnr_at.exs
	rrn_be	Belgian national register number	European Union, Belgium	Check digit: Month of birth and mod-97 check digits	no	rrn_be.exs
	steuer_id_de	German tax ID (Steuer-ID)	European Union, Germany	Check digit: ISO 7064 check digit and digit pattern	no	steuer_id_de.exs
	isikukood_ee	Estonian personal identification code (isikukood)	European Union, Estonia	Check digit: Date of birth and check digit, after the word isikukood	required	isikukood_ee.exs
	dni_es	Spanish national identity number (DNI)	European Union, Spain	Check digit: Check letter (mod 23)	no	dni_es.exs
	nie_es	Spanish foreigner identity number (NIE)	European Union, Spain	Check digit: Check letter (mod 23)	no	nie_es.exs
	nir_fr	French social security number (NIR)	European Union, France	Check digit: Sex, month and mod-97 key	no	nir_fr.exs
	ppsn_ie	Irish PPS number	European Union, Ireland	Check digit: Check letter (mod 23)	no	ppsn_ie.exs
	codice_fiscale_it	Italian tax code (codice fiscale)	European Union, Italy	Check digit: Date of birth and check character	no	codice_fiscale_it.exs
	bsn_nl	Dutch citizen service number (BSN)	European Union, Netherlands	Check digit: 11-check, after the word BSN	required	bsn_nl.exs
	pesel_pl	Polish PESEL number	European Union, Poland	Check digit: Date of birth and check digit	no	pesel_pl.exs
	nif_pt	Portuguese tax number (NIF)	European Union, Portugal	Check digit: Mod-11 check digit, after the word NIF	required	nif_pt.exs
	vat_eu	EU VAT number	European Union	Partly check digit: Check digits in 21 member states; format only in BG, CY, EL, LV, MT and RO, for Spanish legal entities and for the French key; date only for Czech nine-digit numbers	no	vat_eu.exs
	ahv_ch	Swiss social security number (AHV/AVS)	Switzerland	Check digit: 756 prefix and EAN-13 check digit	no	ahv_ch.exs
	nino_gb	UK National Insurance number	United Kingdom	Structure only: Issued prefix, after the words National Insurance	required	nino_gb.exs
	nhs_gb	UK NHS number	United Kingdom	Check digit: Mod-11 check digit, after the word NHS	required	nhs_gb.exs

The table is generated from PiiCatalog.patterns/0 by this repository's pii_catalog.readme Mix task; a test fails when it drifts.
Usage
Add it to your dependencies:
def deps do
  [{:pii_catalog, "~> 0.1"}]
end
Compile a scanner once and keep it. Compiling one with every pattern takes about as long as scanning a few kilobytes of text, a cost worth paying once rather than on every call; a scanner is an immutable value you can store in a process, an ETS table or :persistent_term.
scanner = PiiCatalog.compile([:email, :iban, :personnummer_se])
nordics = PiiCatalog.compile(PiiCatalog.in_region(:nordics))

PiiCatalog.scan(scanner, text)  # every value of the right shape
PiiCatalog.find(scanner, text)  # only those that pass their check
PiiCatalog.valid?(:iban, "DE89 3704 0044 0532 0130 00")  #=> true
	Function	Returns
	PiiCatalog.patterns/0	Every %PiiCatalog.Pattern{}, in catalog order.
	PiiCatalog.names/0	Every pattern name, such as :iban. Names never change once released.
	PiiCatalog.get/1, fetch!/1	One pattern by name (atom or string).
	PiiCatalog.regions/0, region_label/1	The regions patterns are tagged with, with display names.
	PiiCatalog.in_region/1, groups/0	The patterns tagged with a region; the patterns grouped by the region they are listed under.
	PiiCatalog.compile/1	An opaque %PiiCatalog.Scanner{} for some or all patterns.
	PiiCatalog.scan/2	Candidate matches, before validation, as %PiiCatalog.Match{}.
	PiiCatalog.find/2	The candidates that pass their pattern's validator.
	PiiCatalog.valid?/2	Whether a value passes a pattern's validator. It does not check the format.
	PiiCatalog.Validators	The checks themselves: Luhn, mod 11, mod 97, ISO 7064 and the rest.
	PiiCatalog.ScanError	Raised by scan/2 and find/2 when a text could not be scanned to the end.

A %PiiCatalog.Match{} has the pattern name, the matched value, and its offset and length in bytes. scan/2 and find/2 report matches grouped by pattern in the order the scanner was compiled with, left to right within each pattern, with no match starting inside the previous match of the same pattern. Matches of different patterns can overlap.
scan/2 and find/2 raise PiiCatalog.ScanError when the regex engine gives up on a pattern before the end of the text: when it reaches its match limit or its recursion limit. The exception has two fields: patterns, the names of the patterns being scanned (for the shared pass, every pattern in it), and reason, the engine's error, such as :match_limit. The results are never silently partial: either the whole text was scanned and every match is returned, or the call raises and returns nothing. Catch the error and decide what to do with the text, such as refusing it or redacting it whole. The catalog's tests run its patterns on crafted inputs that make regexes backtrack, such as a keyword followed by thousands of spaces; a pattern of your own can still reach the limit.
Precision
A match means a value has the shape of an identifier and passes its check. It does not mean the value was issued, belongs to anyone, or is personal data where it appears. This package makes no claim of precision or recall on real text. What follows is derived from the code; each claim has a test in test/limits_test.exs.
What a check digit proves
A check digit is computed from the rest of the value. When it matches, the value is well-formed: it was not mistyped in the ways the check catches. It does not prove that the number was issued, that it is still in use, or that it belongs to the person named next to it. Anyone can compute a valid check digit for an invented number.
Luhn, used by payment cards and the Swedish personnummer, catches every single-digit error and every swap of two adjacent digits except 09 and 90. For any body exactly one of the ten possible last digits passes, so 1 in 10 random digit strings of the right length and prefix passes. Checks with more possible check values, such as two digits mod 97 or a check letter, pass fewer random values, and several identifiers also check a date of birth, but none tells a real value from a well-formed invented one.
These identifiers have a check digit, letter or character:
	credit_card, Payment card number: Luhn check digit.
	iban, IBAN (bank account number): Length for the country and mod-97 check digits.
	hetu_fi, Finnish personal identity code (henkilötunnus): Date of birth and check character.
	fodselsnummer_no, Norwegian national identity number (fødselsnummer): Date of birth and two mod-11 check digits.
	personnummer_se, Swedish personal identity number (personnummer): Date of birth and Luhn check digit.
	svnr_at, Austrian social security number (SVNR): Check digit, after the word SVNR.
	rrn_be, Belgian national register number: Month of birth and mod-97 check digits.
	steuer_id_de, German tax ID (Steuer-ID): ISO 7064 check digit and digit pattern.
	isikukood_ee, Estonian personal identification code (isikukood): Date of birth and check digit, after the word isikukood.
	dni_es, Spanish national identity number (DNI): Check letter (mod 23).
	nie_es, Spanish foreigner identity number (NIE): Check letter (mod 23).
	nir_fr, French social security number (NIR): Sex, month and mod-97 key.
	ppsn_ie, Irish PPS number: Check letter (mod 23).
	codice_fiscale_it, Italian tax code (codice fiscale): Date of birth and check character.
	bsn_nl, Dutch citizen service number (BSN): 11-check, after the word BSN.
	pesel_pl, Polish PESEL number: Date of birth and check digit.
	nif_pt, Portuguese tax number (NIF): Mod-11 check digit, after the word NIF.
	ahv_ch, Swiss social security number (AHV/AVS): 756 prefix and EAN-13 check digit.
	nhs_gb, UK NHS number: Mod-11 check digit, after the word NHS.

Check digits for some values, structure for others
EU VAT numbers are checked by the rules each member state publishes. Six have no check here (Bulgaria, Cyprus, Greece, Latvia, Malta and Romania), so any number of their format passes, and so does any Spanish legal entity's number and any French key in front of a SIREN that passes Luhn. Czech numbers of nine digits are the birth numbers of people born before 1954, which have no check digit: only their date is checked. SOURCES.md lists the source for each country, and says for each of the six why it has no check.
	vat_eu, EU VAT number: Check digits in 21 member states; format only in BG, CY, EL, LV, MT and RO, for Spanish legal entities and for the French key; date only for Czech nine-digit numbers.

Structure only, no check digit
These are confirmed by a structure check only: a date that exists, or ranges that are never issued.
	phone_us, US phone number: Area code and exchange that can exist.
	ssn, US Social Security number: Excludes numbers never issued.
	ip_address, IPv4 address: Each part 0–255.
	cpr_dk, Danish CPR number: Date of birth, after the word CPR.
	kennitala_is, Icelandic kennitala: Date of birth and century digit, after the word kennitala.
	nino_gb, UK National Insurance number: Issued prefix, after the words National Insurance.

A US phone number is any ten digits whose first and fourth digits are 2 to 9, which 64 in 100 ten-digit numbers are. The SSN check only refuses area 000 and 666, group 00 and serial 0000, and area 900 to 999 outside the ITIN groups. A Danish CPR number is not guaranteed to pass the modulus-11 check since 2007, and an Icelandic kennitala issued since 18 February 2026 has no check digit, so only their date is checked. These two are matched only after a word naming them.
Format only, no validator
	email, Email address: Format only.
	phone_intl, International phone number: E.164: + and 7 to 15 digits, without spaces.
	date_of_birth, Date of birth: A date written after "DOB", "date of birth", "born on" or "birthday".

A context keyword is required
These match only directly after a word naming the identifier, in one of the forms listed. Between the word and the value there may be only spaces and tabs and at most one : or #; for bsn_nl and nif_pt that one character may also be a .. A . that ends an abbreviation is part of the word (kt., CPR-nr., NI no., SV-Nr., N.I.F.), and so is one after Kennitala and kennitölu; NINO. and SVNR. are read as NI no. and SV-Nr.. For date_of_birth there may be one or more spaces, tabs or colons. A keyword in another language, in another form, with other text before the value or on the line before is not seen. The keyword is not part of the match, except for date_of_birth.
	date_of_birth, Date of birth: A date written after "DOB", "date of birth", "born on" or "birthday".
	cpr_dk, Danish CPR number: DDMMYY-NNNN after CPR, CPR-nr. or CPR-nummer on the same line. Since 2007 a Danish number is not guaranteed to pass the modulus-11 check, so a number on its own is not matched.
	kennitala_is, Icelandic kennitala: DDMMYY-NNNN or ten digits after kennitala, kennitölu or kt. on the same line, ending in a century digit (8, 9 or 0). Numbers issued since 18 February 2026 have no check digit, so none is checked. A person's number only: company numbers are not matched.
	svnr_at, Austrian social security number (SVNR): Four digits and the date of birth after SVNR, VSNR, SV-Nr., SV-Nummer or (Sozial)versicherungsnummer on the same line, with its check digit.
	isikukood_ee, Estonian personal identification code (isikukood): Eleven digits after isikukood, isikukoodi or isikukoodiga on the same line: century and sex (3 to 6), a date of birth no later than today, a serial of three digits and a check digit.
	bsn_nl, Dutch citizen service number (BSN): Nine digits after BSN, BSN-nummer or burgerservicenummer on the same line, passing the 11-proef.
	nif_pt, Portuguese tax number (NIF): Nine digits after NIF, NIPC or contribuinte (optionally followed by n.º) on the same line, with the mod-11 check digit.
	nino_gb, UK National Insurance number: Two letters, six digits and A to D after National Insurance, NI number, NI no. or NINO on the same line. Prefixes that are never issued are ignored.
	nhs_gb, UK NHS number: Ten digits, optionally 3-3-4, after NHS, NHS number or NHS no. on the same line, with the mod-11 check digit.

Known false positives
	Numbers that pass Luhn. A number of 13 to 16 digits starting with 4, 51 to 55, 34, 37, 6011 or 65 that passes Luhn is reported as a card number, as 1 in 10 such numbers do: order and reference numbers among them.
	Ten-digit numbers as US phone numbers. 64 in 100 ten-digit numbers pass, so order, ticket and account numbers are matched. Runs starting with 0 or 1, including Unix timestamps in seconds until May 2033, are not.
	Eleven-digit numbers. pesel_pl, rrn_be, steuer_id_de and fodselsnummer_no are matched on the digits alone, without a keyword. About 1 in 110 uniformly random eleven-digit numbers passes at least one of them (measured on 50,000 random strings with a fixed seed).
	One value, several names. Each pattern is checked on its own, so a span can be reported under more than one name: 811218-9876 is a Swedish personnummer and a US phone number, and in NHS number 943 476 5919 the number is an NHS number and a US phone number.
	Dates of birth. Any date-shaped value after the keyword is a date of birth: the date is not checked against the calendar, so DOB: 99/99/9999 and dates in the future are matched.
	Version numbers and OIDs as IP addresses. Four numbers from 0 to 255 separated by dots are an IPv4 address, so version 1.2.3.4 is matched (v1.2.3.4 is not: the address must not follow a letter), and so are the first four parts of an OID: in 1.3.6.1.4.1.311, 1.3.6.1.
	Format-only patterns. email and phone_intl have no check: Score +1234567 is an international phone number.

Known false negatives
	Card numbers outside the known ranges. Mastercard's 2-series (2221 to 2720), JCB, Diners Club, UnionPay and Discover numbers outside 6011 and 65 are not matched, nor are American Express numbers written 4-6-5, numbers separated by dots, or numbers longer than 16 digits.
	Separators the regexes do not allow. For example a US area code in parentheses ((212) 555-0123), spaces inside an E.164 number (+46 70 174 06 05) or 00 instead of +, an SSN without dashes, an IBAN with dashes, a DNI with dots (12.345.678-Z), an AHV number with spaces, a Steuer-ID with slashes, a BSN with dashes. The notes of each pattern describe the forms it accepts. A value split across lines is not found.
	Lowercase. Identifiers written in capitals (IBAN, HETU, codice fiscale, the DNI letter, VAT numbers) are not found in lowercase.
	Next to an ASCII letter, digit or underscore. SSN123-45-6789 is not found; SSN 123-45-6789 is.
	Dates of birth in other forms. Month names, 1985-04-12, keywords in other languages (Geburtsdatum) and D.O.B. are not matched.
	Ten-digit personnummer. 8112189876 is not a personnummer without its - or +; the twelve-digit form is matched without one.
	Everything outside the catalog's scope. IPv6 addresses, IBANs from countries outside the SEPA list, and digits outside ASCII (such as full-width digits) are not matched.
	Long email addresses. The email pattern keeps to RFC 5321's limits: an address with more than 64 characters before the @, or more than 250 between the @ and the domain's last dot, is not found whole.
	Email addresses with /, ?, = or & before the @. RFC 5322 allows them, but they also join an address to a URL or a query string, so the pattern leaves them out: in https://example.com/u/anna@example.com and ?token=x&email=anna@example.com the match is anna@example.com alone. An address that has one of them before the @ is matched from after the last one, so a/b@example.com is found as b@example.com and a/ is left in the text.
	Email addresses in scripts written in three bytes of UTF-8. Letters written in two bytes are read as part of an address, before and after the @: accented Latin letters, Greek, Cyrillic, Hebrew and Arabic (anna.björk@exempel.se, dmitri@почта.рф). Letters written in three bytes, such as Chinese, Japanese, Thai and Devanagari, are not. They are left out as a group because Chinese and Japanese put no space between words: in 田中taro@example.jp the match is taro@example.jp, and an address with a domain in such a script is not found.
	A no-break space. A no-break space (U+00A0) or a narrow one (U+202F) between a keyword and its value, or between the groups of a value, is not read as a space: NHS number 943 476 5919 and 4111 1111 1111 1111 written with them are not found. Next to a value, they do not hide it.

When a scan raises
scan/2 and find/2 raise PiiCatalog.ScanError, with the patterns being scanned and the engine's reason, when the regex engine gives up before the end of the text (its match or recursion limit). They never return the matches found before that point as if they were all of them. See Usage.
How matching works
Patterns are compiled without the u flag, so they match bytewise and hold on text that is not valid UTF-8. Their boundaries ask only about ASCII word characters, so a value next to the bytes of a non-ASCII letter is found. Offsets and lengths are in bytes.
Most patterns start the same way, with no ASCII word character before and then a digit or a capital letter. PiiCatalog.Scanner scans all of those in one pass, trying each as a lookahead at every position where such a match can start. A pattern led by a literal or a keyword is scanned on its own, and skipped when the text lacks what its requires field names. A pattern of your own is always scanned on its own, so it cannot change what the catalog patterns find, and a PiiCatalog.ScanError raised on it names it alone. For each pattern the result is the same as Regex.scan/3 on its own regex; a property test checks this on generated text.
Three validators compare a date of birth with today's date (pesel_pl, isikukood_ee, rrn_be), so their answer for a given value can change over time.
Test vectors
test/vectors/<name>.exs holds, for each identifier:
	valid: values that must be found. A string is found whole; {text, value} is found as value alone, for an identifier that needs a keyword before it.
	invalid: values of the right shape that fail the check (a changed check digit, a date that does not exist, a range that is never issued).
	look_alikes: texts in which nothing may be found, such as order numbers, dates, product codes and the same value on the line after its keyword.

test/vectors/noise.exs is ordinary log and prompt text in which no pattern may match. The values are published test numbers, numbers generated to pass or fail a check, or invented. None was taken from a real person, but a generated value that passes its check may still have been issued to someone. SOURCES.md, under "Test values", says how most values for EU VAT numbers and eight national identifiers were generated.
Reporting a missed or false identifier
See SECURITY.md. Never include real personal data in a report: use an invented value that is found, or missed, the same way.
License
Apache License 2.0. See LICENSE and NOTICE.


  

    Changelog

All notable changes to this project are documented in this file.
The format is based on Keep a Changelog,
and this project adheres to Semantic Versioning.
Pattern names are part of the public API: renaming or removing one is a
breaking change.
0.1.0 - 2026-11-13
Added
	29 identifiers, each a regex and, where the identifier has one, a check
digit or structure validator: email, phone_us, phone_intl, ssn,
credit_card, iban, ip_address, date_of_birth, cpr_dk, hetu_fi,
kennitala_is, fodselsnummer_no, personnummer_se, svnr_at,
rrn_be, steuer_id_de, isikukood_ee, dni_es, nie_es, nir_fr,
ppsn_ie, codice_fiscale_it, bsn_nl, pesel_pl, nif_pt, vat_eu
(all 27 member states), ahv_ch, nino_gb and nhs_gb.
	Validators written from, or checked against, the issuers' published
rules. SOURCES.md lists the source of each, with what it checks; the
README's "Precision" section lists, per identifier, what a check proves
and what is matched.
	Check digits where the issuer publishes them, and a structure check
(a date of birth, ranges that are never issued) where it does not. EU
VAT numbers are checked by check digit in 21 member states and by format
in the other six, a :mixed check kind. The Danish CPR number and the
Icelandic kennitala are checked by their date (and the kennitala's
century digit), not by a check digit. The Estonian isikukood's check
digit is defined in a standard that is sold; it is checked by the rule
described in public, which SOURCES.md cites.
	Nine patterns that match only after a word naming the identifier, on
the same line: date_of_birth, cpr_dk, kennitala_is, svnr_at,
isikukood_ee, bsn_nl, nif_pt, nino_gb and nhs_gb. What may come
between the word and the value is set out in the README, under "A
context keyword is required".
	PiiCatalog.patterns/0, names/0, get/1, fetch!/1, regions/0,
region_label/1, in_region/1 and groups/0 to read the catalog.
	PiiCatalog.compile/1, scan/2 and find/2: a scanner that finds most
patterns, those that start with a digit or a capital letter, in one
shared regex pass, and the rest each in a pass of their own. On crafted
input, the tests check that scan time grows linearly with the text for
email and the keyword patterns, whose regexes could otherwise
backtrack. compile/1 raises ArgumentError for an
unknown name or a pattern whose validator is not a known check.
	PiiCatalog.ScanError, raised by scan/2 and find/2 when the regex
engine stops before the end of a text, such as at its match limit, so
that a text not scanned to the end is never reported as clean.
	PiiCatalog.valid?/2, a pattern's check on its own, and
PiiCatalog.Validators, the checks by name. PiiCatalog.valid?/2
raises ArgumentError for an unknown pattern name.
	Test vectors for every identifier in test/vectors/: valid values,
values of the right shape that fail the check, and look-alikes.



  

    Reporting

There are two kinds of report: a value the catalog gets wrong, and a
security issue in the code. They go to different places.
Never include real personal data in a report: not your own, not a
customer's, not one found in a log. Make up a value that is found, or
missed, the same way. For an identifier with a check digit, take a value
from the test vectors or the issuer's published examples and change it, or
compute a valid check digit for invented digits. A report that seems to
contain a real person's identifier may be deleted, and you will be asked to
file it again with an invented value.
Reports are read within a few days.
A missed or false identifier
A false negative (a value that is personal data and is not found) or a
false positive (a value that is found and is not that identifier) is not a
security issue. Open a public GitHub issue at
https://github.com/signalvaultio/pii_catalog/issues with this template:
Pattern:        (the name, e.g. iban, or "none" for an identifier not in the catalog)
Kind:           false negative | false positive
Version:        (mix.lock or `mix deps | grep pii_catalog`)
Elixir / OTP:   (elixir --version)

Text (invented values only):
    Reference: DE89 3704 0044 0532 0130 00

Expected:       (what should be found, or nothing)
Got:            (the output of PiiCatalog.find/2 or scan/2)

How the identifier is written in practice:
    (the separators, case and keywords people use for it, and a source:
    the issuer's documentation, a form, a style guide)
For a false negative, say whether the value is missed by the regex
(PiiCatalog.scan/2 does not return it) or refused by the validator
(scan/2 returns it and find/2 does not). For a false positive, say what
the value really is (an order number, a date, a product code): the fix is
usually a look-alike added to test/vectors/<name>.exs and a tighter regex
or check.
Some known limits are listed in the README under "Precision". A report of
one of them is still welcome if you can show it is common in real text.
A security issue in the code
For a vulnerability in the code itself, report it privately through
GitHub's security advisories. That includes:
	a catalog regex that takes time out of proportion to the size of the
text;
	input that makes a catalog pattern reach the regex engine's match limit,
so that PiiCatalog.find/2 raises PiiCatalog.ScanError instead of
scanning the text;
	input that makes the scanner raise any other error.

Report it at
https://github.com/signalvaultio/pii_catalog/security/advisories/new
Please do not open a public issue for these. Include the version, a
minimal input that shows the problem (invented values only, as above) and
what you observed.
Supported versions
Fixes are released for the latest minor version only.


  

    Sources

What each validator in PiiCatalog.Validators was written from. Every source was accessed on 2026-11-04, unless its line gives another date. "Official" means the issuer, its government, or a standard or register the issuer names. Where a page could not be fetched directly, the line says which copy was read.
The checks in PiiCatalog.Validators were written before python-stdnum (LGPL-2.1-or-later) was read, and were checked against these sources on 2026-11-04. PiiCatalog.Validators.NationalIds and PiiCatalog.Validators.VatEu replace a first version written after reading python-stdnum: on 2026-11-04 they were rewritten from these sources without consulting another implementation. The rewrite kept the first version's regexes in PiiCatalog.Patterns, which set each number's shape, and its test values (see "Test values"). The isikukood's check digit was added on 2026-11-11 from the sources on its line, after its author had read another implementation of it. Each line below says what the check does and what it was written from or checked against.
PiiCatalog.Validators
	luhn — Official spec: ISO/IEC 7812-1:2017 Annex B, "Luhn formula for computing modulus-10 'double-add-double' check digits" (ISO/IEC JTC 1/SC 17), https://www.iso.org/standard/70484.html. The full text is sold, so only the free preview was read. The same method is described in full by Skatteverket's SKV 704 (see personnummer_se) and INSEE (see VAT FR). The check is that method, doubling every second digit from the right. The card prefixes are in the regex, not the validator. They differ from the networks' published ranges: Mastercard's 2-series (222100–272099) is not matched, and Discover's IIN Range Summary (discoverglobalnetwork.com/downloads/IPP_VAR_Compliance.pdf) lists ranges that include 6440–6589, where the regex has 6011 and 65. Both are listed in the README's false negatives.
	ip_octets — Official spec: RFC 3986 §3.2.2, IPv4address / dec-octet (IETF), https://www.rfc-editor.org/rfc/rfc3986.html. Each of the four parts is a number from 0 to 255. One deliberate difference: zero-padded parts such as 010.001.002.003 are accepted, which RFC 3986's grammar does not allow (§7.4 notes that some platforms accept such forms). A unit test asserts it.
	nanp_phone — Issuing-authority documentation: NANPA, "About the NANP", https://www.nanpa.com/about ("NXX-NXX-XXXX where N is any digit from 2 through 9"). The area code and the exchange each start with 2 to 9.
	ssn_structure — Official: SSA POMS RM 10201.035 "Invalid Social Security Numbers", https://secure.ssa.gov/POMS.NSF/lnx/0110201035, and IRS IRM 21.8.1.1.21 (procedural update WI-21-0116-0135), https://www.irs.gov/pub/foia/ig/spder/WI-21-0116-0135_Redacted.pdf. Area 000 and 666, group 00 and serial 0000 are refused. An area from 900 to 999 is accepted only with an ITIN group (50–65, 70–88, 90–92, 94–99), because the SSA lists the 900 series as never assigned and the IRS defines the ITIN groups.
	iban — Official: SWIFT IBAN Registry, Release 98, read from the copy the Central Bank of Yemen hosts, https://cby-ye.com/files/67335413e8237.pdf (swift.com refused the request), for the lengths and ISO 7064 MOD 97-10. Also EPC409-09 "EPC List of Countries in the SEPA Schemes' Geographical Scope" v8.0 (24 December 2025), https://www.europeanpaymentscouncil.eu/sites/default/files/kb/file/2025-12/EPC409-09%20EPC%20List%20of%20SEPA%20Scheme%20Countries%20v8.0.pdf. The check is the length the registry gives for the country and the mod-97 check digits, for the countries in the EPC list only. FO (Faroe Islands) and GL (Greenland) are refused: they are not in the EPC list, and the README and code say SEPA.
	personnummer_se — Official: Skatteverket SKV 704 ed. 8, "Personnummer", read from the Sweden Connect mirror, https://docs.swedenconnect.se/technical-framework/mirror/skv/skv704-8.pdf. Also https://www.skatteverket.se/privat/folkbokforing/personnummer and https://skatteverket.se/privat/folkbokforing/samordningsnummer. The check is the date, the separator, the 60 added to the day for a samordningsnummer, the Luhn check digit, and a birth number from 001 to 999, as SKV 704 gives it; 000 is refused.
	fodselsnummer_no — Official: Skatteetaten, "Nytt fødselsnummer fra 2032", https://skatteetaten.github.io/folkeregisteret-api-dokumentasjon/nytt-fodselsnummer-fra-2032/ (the current k1 and k2 weights, and a result of 10 is discarded). Also Skatteetaten's Folkeregisterhåndboken for the D-nummer (4 added to the first digit). The check is the date, with 40 taken off the day only when its first digit is 4 to 7 (a D-nummer), and the two check digits. The H-nummer (month plus 40) is refused. Direktoratet for e-helse, HITR 1001:2010 (updated 10/2020) §3.1, read from the Wayback Machine copy of 23 November 2021, https://web.archive.org/web/20211123084819id_/https://www.ehelse.no/standardisering/standarder/identifikatorer-for-personer/_/attachment/inline/79ac0f51-8e2b-488e-a2b8-3b65521887d8:95e4c33fc8e356d02649c6f50bca080247e4cbd5/Identifikatorer%20for%20personer%20oppdatert%20HITR1001_2010.pdf (the live copy returned HTTP 500), describes it as a help number that each patient-record system creates for use inside one organisation, by a recommended algorithm (4 added to the third digit). It is not issued by the national register and its check digits are not guaranteed, so it is not treated as a fødselsnummer. The new k1 rule for numbers issued from 1 January 2032 is not implemented.
	hetu_fi — Official: Valtioneuvoston asetus 690/2022 amending 128/2010 § 2 (century signs, check character table), https://www.finlex.fi/api/media/statute/17253/mainPdf/main.pdf, and Statistics Finland, https://stat.fi/meta/kas/hetu.html ("juokseva numero väliltä 002-899"). DVV's page, https://dvv.fi/henkilotunnus (read from the Wayback Machine copy of 12 October 2026; the live page returned 403), gives the same range. The check is the date, the century sign, an individual number from 002 to 899 and the check character. Numbers from 900 are refused: Kela, on Kanta's "Test etiquette" page, https://www.kanta.fi/en/system-developers/test-etiquette (Wayback Machine copy of 19 February 2025), says the 900-series codes it issues are for testing and are not official personal identity codes.
	cpr_dk — Issuing-authority documentation: CPR-kontoret, "Personnumre uden kontrolciffer (modulus 11 kontrol)", https://www.cpr.dk/cpr-systemet/personnumre-uden-kontrolciffer-modulus-11-kontrol, and "Personnummeret i CPR-systemet" (2008), https://cdn9.cpr.dk/cpr/media/12066/personnummeret-i-cpr.pdf. The check is the date only: since 2007 a number is not guaranteed to pass the modulus-11 check.
	kennitala_is — Issuing-authority documentation: Þjóðskrá, "Um kennitölur", https://www.skra.is/folk/eg-i-thjodskra/um-kennitolur/, and "Kennitölur án vartölu", https://www.skra.is/folk/eg-i-thjodskra/um-kennitolur/kennitolur-an-vartolu/. The check digit is not checked, since Þjóðskrá issues kennitölur that do not pass the check-digit test from 18 February 2026. Only DDMMYY and the century digit (8, 9 or 0) are checked. Þjóðskrá's own test numbers (e.g. 281191-3049) have that shape. The pattern requires the word kennitala, kennitölu or kt. directly before the number (see the README). The +40 day for companies is not checked, because no official source for it could be read; a day over 31 is refused.
	steuer_id_de — Official: Steueridentifikationsnummerverordnung § 1 (gesetze-im-internet.de); Bayerisches Landesamt für Steuern / ELSTER, "Prüfung der Steuer- und Steueridentifikationsnummer", https://download.elster.de/download/schnittstellen/Pruefung_der_Steuer_und_Steueridentifikatsnummer.pdf; and BZSt, "Erzeugung von Identifikationsnummern" (released under FOI), https://media.frag-den-staat.de/files/foi/607002/erzeugung-von-identifikationsnummern-grundlegende-beschreibung-der-struktur-und-merkmale.pdf. The check is no leading 0, the digit pattern, and the check-digit procedure. The procedure is iso7064_mod11_10/1, though neither document names ISO 7064.
	bsn_nl — Official: RvIG, "Logisch Ontwerp BSN" version 2025.Q4, https://rvig.nl/sites/default/files/2025-11/Logisch%20Ontwerp%20BSN%202025.Q4.pdf. The check is the 11-proef. The specification also allows eight digits with a leading zero added; the regex only takes nine, so that form is not matched.
	nir_fr — Official: INSEE, "Identifiant d'individus : NIR", https://xml.insee.fr/schema/nir.html (the key and Corsica); GIP-MDS, DSN cahier technique CT2021.1.1, https://www.net-entreprises.fr/media/documentation/dsn-cahier-technique-2021.1.1.pdf (sex 1 or 2, months, department, commune and order number 001–999); and Cnav, "Veillez à la bonne identification de vos salariés" (2017), https://www.net-entreprises.fr/media/2018/11/n4ds-identification-salaries.pdf. The check is the key, the month and the order number, and a sex digit of 1 or 2: 3, 4, 7 and 8 are refused (DSN and Cnav: 1 or 2; 7 and 8 are provisional numbers not to be used; no source for 3 or 4), and the regex starts with [12]. Department 00 and commune 000 are refused. The months follow the DSN (01–12, 20, 30–42, 50–99); the Cnav flyer gives 20–99, a conflict left unresolved. The DSN's year-dependent department rules are not applied, since the century is not in the number.
	dni_es — Official: Ministerio del Interior, "Cálculo del dígito de control del NIF/NIE", https://www.interior.gob.es/opencms/es/servicios-al-ciudadano/tramites-y-gestiones/dni/calculo-del-digito-de-control-del-nif-nie/ (read from the Wayback Machine capture of 30 December 2025; the live page returned 403). The check is the number mod 23 indexed into TRWAGMYFPDXBNJZSQVHLCKE.
	nie_es — Official: the same Ministerio del Interior page (X, Y, Z read as 0, 1, 2), and Orden INT/2058/2008 (BOE 15 July 2008). The check is the DNI letter over the number with X, Y or Z read as a digit. NIEs issued before 2008 as X and eight digits are not matched by the regex.
	codice_fiscale_it — Official: Decreto Ministeriale 23 dicembre 1976, "Sistemi di codificazione dei soggetti da iscrivere all'anagrafe tributaria", Supplemento ordinario alla Gazzetta Ufficiale n. 345 del 29 dicembre 1976, arts. 1–7, https://www.gazzettaufficiale.it/eli/gu/1976/12/29/345/so/0/sg/pdf (scanned; the omocodia table read from the page image), and Agenzia delle Entrate, hearing of 10 February 2016 on omocodia. The check is the month letters, the day plus 40, the odd and even tables, mod 26, and the omocodia letters L M N P Q R S T U V, on a code written in capitals.
	nino_gb — Official: HMRC National Insurance Manual NIM39110, "What a NINO looks like", https://www.gov.uk/hmrc-internal-manuals/national-insurance-manual/nim39110. The check is the excluded letters, O not second, the excluded prefixes, and suffix A–D.

PiiCatalog.Validators.NationalIds
	pesel_pl — Official spec: Ustawa z dnia 24 września 2010 r. o ewidencji ludności, art. 15 (Dz. U. 2026 poz. 384), https://api.sejm.gov.pl/eli/acts/DU/2026/384/text/U/D20260384Lj.pdf, and Rozporządzenie MSW z dnia 4 stycznia 2012 r. w sprawie nadania lub zmiany numeru PESEL, § 7, https://eli.gov.pl/eli/DU/2012/74/ogl/pol/pdf (weights 1-3-7-9-1-3-7-9-1-3). Two own restrictions beyond the act: the 1800s (+80) are refused because no holder is alive, and so is a date after today.
	rrn_be — Official spec: Registre national, "T.I. 000 – Le numéro d'identification" (2016), https://www.rijksregister.fgov.be/sites/default/files/documents/fr/registre-national/instructions/liste-TI/TI000_Numero-identification.pdf, and Banque Carrefour de la sécurité sociale, "Registres: concepts et règles", https://www.banquecarrefour.fgov.be/sites/default/files/assets/services_et_support/documentation/tss_registries_concepts_fr.docx. The checks are the month and day 00 when unknown, serial 001–998, and 97 − (number mod 97) with a 2 in front for births from 2000. The 2000 reading is tried only for a year that has begun (own restriction). Bis numbers (month +20 or +40) are not national register numbers and are not accepted. TI000's example "40 00 00 955-81" does not compute under its own rule and is not used as a test.
	ppsn_ie — Official, plus own derivation. Department of Social Protection, "Extension of the Personal Public Service Number Range" (Wayback Machine copies: http://www.welfare.ie/en/Pages/Extension-of-the-Personal-Public-Service-Number-Range.aspx, http://www.welfare.ie/EN/Topics/PPSN/Pages/ppsnrangeextension.aspx) gives the structure, mod 23 and the ninth character (A = 1, B = 2 and so on, W or blank 0, weight 9). Revenue's Tax and Duty Manual, Stamp Duty ch. 3, https://www.revenue.ie/en/tax-professionals/tdm/stamp-duty/file-and-pay/chapter-03-tax-reference-numbers/tax-reference-numbers.pdf, says H in ninth place is a Local Property Tax number, not a PPS number, and the check refuses it. The regex takes only A, B, H, W, T or X as the ninth character, so a number with any other ninth letter is not matched. The department does not publish the weights for positions 1–7 or the letter for each remainder. Those are taken from the Irish VAT number rules in the BMF Konstruktionsregeln (see VAT IE: weights 8–2, 0 = W, 1–22 = A–V). They reproduce both of the department's examples: 1234567 gives T, and 1234567 with A gives F.
	nif_pt — Official: Decreto-Lei n.º 14/2013, art. 4 (nine digits, the last a check digit), https://info.portaldasfinancas.gov.pt/pt/informacao_fiscal/legislacao/diplomas_legislativos/Documents/Decreto-Lei_14-2013.pdf. The check digit comes from the Portuguese VAT rules in the BMF Konstruktionsregeln (see VAT PT), whose number is the NIF. Portugal publishes no NIF check algorithm of its own that could be found.
	ahv_ch — Official spec: ZAS, "AHV-Nummer", https://www.zas.admin.ch/de/ahv-nummer-identifikator, and BSV, "Wegleitung über Versicherungsausweis und individuelles Konto (WL VA/IK)" Anhang 7, https://sozialversicherungen.admin.ch/de/d/6938/download. The checks are the 756 prefix and the EAN-13 check digit (weights 3 and 1 from the right).
	svnr_at — Official spec: Anfragebeantwortung 4690/AB XXIII. GP (Federal Minister of Health, 2008), https://www.parlament.gv.at/dokument/XXIII/AB/4690/fnameorig_136871.html, and Dachverband, "Organisationsbeschreibung Datenaustausch mit Öffentlichen Apotheken (DOA)", https://www.sozialversicherung.at/cdscontent/load?contentid=10008.800069&version=1765288095. The checks are serial 100–999, check digit = (weights 3 7 9 / 5 8 4 2 1 6) mod 11 (10 is never issued), and day 01–31. The month is any from 01, since a month from 13 stands for an unknown date (the DOA writes "13, 14, 15, …").
	isikukood_ee — Official for the structure, secondary for the check digit. Siseministri määrus "Isikukoodide moodustamise ja andmise kord", § 4 (RT I, 19.11.2025, 3), https://www.riigiteataja.ee/akt/119112025003 (century and sex digit, YYMMDD, serial, check digit). The check digit's rule is in the standard EVS 585, which is sold, not published; no official free text of it was found. The rule checked is the one in the Estonian Wikipedia article "Isikukood", section "Kontrollnumber", https://et.wikipedia.org/wiki/Isikukood#Kontrollnumber (accessed 2026-11-11): the first ten digits weighted 1 2 3 4 5 6 7 8 9 1, mod 11; a remainder of 10 is retried with 3 4 5 6 7 8 9 1 2 3, and a second 10 gives 0. The Information System Authority (RIA) cites that article on the formula's origin and its weakness in "Eesti e-identiteedi ökosüsteem", version 1.4, § 2.2.4, https://www.ria.ee/sites/default/files/documents/2025-10/eID-okosusteem-lisadega-2025.pdf (accessed 2026-11-11). Own restrictions: the 1800s and a date after today are refused. The pattern requires the word isikukood directly before the number.
	nhs_gb — Official spec: NHS Data Dictionary, "NHS NUMBER", https://www.datadictionary.nhs.uk/attributes/nhs_number.html (weights 10–2, 11 − remainder, 11 → 0, 10 invalid).

PiiCatalog.Validators.VatEu
"BMF" is the Austrian Federal Ministry of Finance, "Information über die Konstruktionsregeln der Umsatzsteuer-Identifikationsnummern (UID)", Stand November 2020, https://www.bmf.gv.at/dam/jcr:d6794f8f-d321-43df-9840-1a841f9bf5dc/BMF_UID_Konstruktionsregeln_Stand_November%202020.pdf. It holds the rules "vom jeweiligen Mitgliedstaat aufgrund bilateraler Vereinbarungen zur Veröffentlichung freigegeben", each with a worked sample, which the tests use. For ten states it says publication was not agreed. The European Commission's VIES FAQ, https://ec.europa.eu/taxation_customs/vies/#/faq, gives every state's format and says the Commission "cannot divulge these algorithms".
	AT — Official spec: BMF, "AT – Österreichische UID". U and eight digits; C9 from S(C3), S(C5), S(C7) and C2 + C4 + C6 + C8 + 4. The precedence of Si is settled by the SE sample in the same document.
	BE — Official spec: BMF, "BE – Belgische UID" (first digit 0 or 1 from 2020; 97 − first eight mod 97), and FPS Economy, "Les numéros d'entreprise passent au 1" (2023), https://news.economie.fgov.be/228779-les-numeros-d-entreprise-passent-au-1/.
	BG — Structure only (nine or ten digits). The BMF says publication was not agreed. The BULSTAT Act art. 6 (https://www.bulstat.bg/uploaded/files/4-zakonzaregistrbulstat.pdf) gives the EIK's length only. A ten-digit number may be an EGN, whose check is published (Наредба № РД-02-20-9, art. 104), or a foreigner's number, whose check is not (the Ministry of Finance and BNB instruction, https://www.bnb.bg/bnbweb/groups/public/documents/bnb_law/instructions_bnb_51681_bg.pdf, which says to check its length only). The two cannot be told apart, so no check is applied.
	CY — Structure only (eight digits and a letter). The BMF says publication was not agreed. Cyprus's TIN sheet to the OECD (https://www.oecd.org/content/dam/oecd/en/topics/policy-issue-focus/aeoi/cyprus-tin.pdf) says the letter comes "from an algorithm" without giving it.
	CZ — Official: zákon č. 280/2009 Sb. (daňový řád) § 130 (the number is the IČO of a legal entity or a person's birth number); zákon č. 133/2000 Sb. § 13 (birth numbers); both read from zakonyprolidi.cz, https://www.zakonyprolidi.cz/cs/2009-280 and https://www.zakonyprolidi.cz/cs/2000-133. Also Český statistický úřad, "Připojení AIS editorů ROS k systému základních registrů" §2.1.5 (IČO, weights 8–2, a difference of 11 gives 1 and of 10 gives 0), https://www.szrcr.cz/images/dokumenty/ROS/Pr%CC%8Cipojeni%CC%81_Ais_editoru%CC%8A_ROS_k_syste%CC%81mu_za%CC%81kladni%CC%81ch_registru%CC%8A.pdf. Eight digits get the IČO check. Ten digits get the date (month +50, and +20 or +70 since 2004) and divisibility by 11. Nine digits get the date only: § 13(4) says birth numbers of people born before 1954 have nine digits and are not divisible by 11. The BMF says publication of the VAT rules was not agreed, and the tax administration's own identifier (VČP) has no published format.
	DE — Official spec: BMF, "DE – Deutsche UID" (first digit not 0; iterative procedure = ISO 7064 MOD 11,10).
	DK — Official spec: BMF, "DK – Dänische UID" (weights 2 7 6 5 4 3 2 1, divisible by 11), and Danmarks Statistik, CVR-nummer documentation, https://www.dst.dk/da/Statistik/dokumentation/Times/moduldata-for-arbejdsmarked/cvr-nr.
	EE — Official spec: BMF, "EE – Estnische UID" (starts 10; weights 3 7 1; next multiple of ten).
	EL — Structure only (nine digits). The BMF says publication was not agreed. The EC TIN sheet and VIES give the length only.
	ES — Official: Real Decreto 1065/2007 arts. 19–22, https://www.boe.es/buscar/act.php?id=BOE-A-2007-15984; Orden EHA/451/2008 arts. 2–5, https://www.boe.es/buscar/act.php?id=BOE-A-2008-3580; and the Ministerio del Interior's DNI/NIE page (see dni_es). A person's NIF (DNI number and letter) and an NIE get their check letter. Legal entities (first letter A–H, J, N, P, Q, R, S, U, V, W, then seven digits and a control character) and the K, L and M forms are structure only: the Orden gives "un carácter de control" without its computation, and the BMF says publication was not agreed.
	FI — Official spec: BMF, "FI – Finnische UID", and Valtioneuvoston asetus 288/2001 § 3, https://www.finlex.fi/files/extra/statute-book-of-finland-pdf/fin/2001/20010042.pdf (weights 2 4 8 5 10 9 7 from the right; remainder 1 never issued).
	FR — Official, partly structure only. The SIREN is checked: INSEE, "Identifiants économiques : SIREN, NIC et SIRET" §8 (Luhn), https://xml.insee.fr/schema/siret.html. The two-character key is structure only: impots.gouv.fr (https://www.impots.gouv.fr/professionnel/les-numeros-didentification) and BOFiP BOI-CF-CPF-20-20-10 describe it but not its computation, and the BMF says publication was not agreed. The check takes any capital letter or digit in the key; the regex leaves out I and O, which the BMF allows ("Buchstabe oder Ziffer"), so a number with either in its key is not matched. Luhn is applied as in ISO/IEC 7812-1, doubling every second digit from the right.
	HR — Official spec: Zakon o osobnom identifikacijskom broju (NN 60/2008) art. 3, https://narodne-novine.nn.hr/clanci/sluzbeni/2008_05_60_2033.html; Pravilnik o osobnom identifikacijskom broju (NN 1/2009) art. 3 (ISO 7064 MOD 11,10), https://narodne-novine.nn.hr/clanci/sluzbeni/2009_01_1_6.html; and REGOS, "Kontrola OIB-a", https://regos.hr/app/uploads/2018/07/KONTROLA-OIB-a.pdf (worked example 69435151530). The BMF says publication of the VAT rules was not agreed.
	HU — Official spec: BMF, "HU – Ungarische UID" (weights 9 7 3 1; a last digit of 0 gives 0), and NAV, "Ajánlás számlázó programok fejlesztői számára" v1.0, https://nav.gov.hu/pfile/file?path=%2Fado%2Fafa%2FSzamlazo_Fejlesztoi_Ajanlas_v1.0.
	IE — Official spec: BMF, "IE – Irische UID", versions 1 to 3 (weights 8–2 mod 23, letters W, A–V, ninth letter A–I with weight 9), and Revenue, "VIES Traders Manual", https://www.revenue.ie/en/tax-professionals/tdm/value-added-tax/vat-information-exchange-system-VIES/vies-traders-manual.pdf.
	IT — Official spec: BMF, "IT – Italienische UID", and DM 23 dicembre 1976 arts. 8–9 (GU n. 345 suppl., see codice_fiscale_it). The BMF's rule allows office codes 001–100, 120, 121, 888 and 999, but its own worked example tests 001–150. The check accepts 001–150, 888 and 999.
	LT — Official spec: BMF, "LT – Litauische UID" (C8 = 1 for nine digits, C11 = 1 for twelve; two rounds of weights mod 11), and VĮ Registrų centras, "Juridinių asmenų registro tvarkymo taisyklės", https://www.registrucentras.lt/bylos/dokumentai/jar/JARtvarkymotaisykles.pdf.
	LU — Official spec: BMF, "LU – Luxemburgische UID" (first six mod 89).
	LV — Structure only (eleven digits). The BMF says publication was not agreed. LV portāls (Latvijas Vēstnesis), https://lvportals.lv/skaidrojumi/248652-personas-kods-ir-tava-identitate-sarga-to-2012, says the personal code's algorithm is not public: access to it is restricted.
	MT — Structure only (eight digits). The BMF says publication was not agreed, and VIES gives the length only.
	NL — Official spec: BMF, "NL – Niederländische UID" (modulo 11, or modulo 97 over "NL" and the twelve characters since 2020, with the suffix rules).
	PL — Official spec: BMF, "PL – Polnische UID"; Ministry of Finance of Poland, TIN sheet, https://www.oecd.org/content/dam/oecd/en/topics/policy-issue-focus/aeoi/poland-tin.pdf; and the Ministry's XML type TNrNIP, http://crd.gov.pl/xml/schematy/dziedzinowe/mf/2022/01/05/eD/DefinicjeTypy/ElementarneTypyDanych_v10-0E.xsd. The check is weights 6 5 7 2 3 4 5 6 7 mod 11, with 10 never issued, a first digit other than 0, and the second and third digits not both 0.
	PT — Official spec: BMF, "PT – Portugiesische UID" (first digit not 0; 11 − weighted sum mod 11, 10 and 11 giving 0), and Decreto-Lei 14/2013 art. 4 (see nif_pt).
	RO — Structure only (two to ten digits, no leading zero). The BMF gives that form ("mind. 2 Stellen - max. 10 Stellen", "Seit 5.12.2007 keine Führungsnullen!") and says publication of the rules was not agreed; VIES gives the length. The regex takes six to ten digits, so shorter numbers, which the BMF allows, are not matched.
	SE — Official spec: BMF, "SE – Schwedische UID" (Luhn check digit at C10; C11–C12 from 01 to 94), and Skatteverket, "Köpa tjänster från andra EU-länder", https://www.skatteverket.se/foretag/moms/kopavarorochtjanster/inkopfranandraeulander/kopatjansterfranandraeulander.4.361dc8c15312eff6fd1d011.html (an organisationsnummer, or a sole trader's personnummer). Also SKV 709 ed. 8, "Organisationsnummer", https://docs.swedenconnect.se/technical-framework/mirror/skv/skv709-8.pdf (the third digit is at least 2). The check requires a third digit from 2, or else a personnummer date.
	SI — Official spec: BMF, "SI – Slowenische UID" (first seven from 1000000; 11 − weighted sum mod 11, 10 giving 0, 11 never issued), and FURS, "Vpis v davčni register in davčna številka", https://www.fu.gov.si/davki_in_druge_dajatve/poslovanje_z_nami/vpis_v_davcni_register_in_davcna_stevilka/ ("kontrolirana po modulu 11").
	SK — Official spec: BMF, "SK – Slowakische UID" (first digit 1–9, third digit 2, 3, 4, 7, 8 or 9, divisible by 11).

Test values
Most values in the vector files for vat_eu, pesel_pl, rrn_be, ppsn_ie, nif_pt, ahv_ch, svnr_at, isikukood_ee and nhs_gb were generated on 2026-10-19 by running python-stdnum: numbers of the right shape that it accepted, and near misses that it refused. Each also passes or fails the validators written from the sources above, as its file expects, so most values have been checked by two separately written validators. Each file names the issuers' own examples among them. Values that also appear in python-stdnum's documentation or tests were replaced on 2026-11-05 and 2026-11-13, apart from published examples and simple sequences such as 123456789.


  

    
PiiCatalog 
    



      
A catalog of personal identifiers, each a regex plus, where the
identifier has one, a check-digit or structure validator, and a scanner
that finds them in a text, most of them in one shared regex pass.
iex> scanner = PiiCatalog.compile()
iex> PiiCatalog.find(scanner, "Pay to DE89 3704 0044 0532 0130 00 by Friday")
[%PiiCatalog.Match{name: :iban, value: "DE89 3704 0044 0532 0130 00", offset: 7, length: 27}]
No processes, no state and no runtime dependencies: nothing is started,
cached or logged. Three validators read today's date (see
PiiCatalog.Validators), so their answer for a value can change over
time. Compile a scanner once with compile/1 and keep it; scan/2 and
find/2 take it as their first argument.
Pattern names are atoms (:iban, :personnummer_se) and never change
once released. Every function that takes a name also takes it as a
string, without creating atoms.

      


      
        Summary


  
    Types
  


    
      
        name()

      


        A pattern name, as an atom or a string.



    





  
    Functions
  


    
      
        compile(patterns_or_names \\ names())

      


        Compiles a scanner. Takes pattern names, PiiCatalog.Pattern structs or
a mix; with no argument, every pattern. Matches are reported grouped by
pattern in the order given. Raises ArgumentError for an unknown name.



    


    
      
        fetch!(name)

      


        The pattern with this name. Raises ArgumentError for an unknown name.



    


    
      
        find(scanner, text)

      


        The matches in text that pass their pattern's validator, in the order
of scan/2. A pattern without a validator keeps every match.



    


    
      
        get(name)

      


        The pattern with this name, or nil. Builds only that pattern.



    


    
      
        groups()

      


        The patterns grouped by the region they are listed under (the first of
their regions), in display order: [{region, label, [pattern]}]. Each
pattern appears once.



    


    
      
        in_region(region)

      


        The patterns tagged with a region, in catalog order. :eu includes the
identifiers listed under another group that are used in the EU, such as
:iban (listed under :global) and :personnummer_se (under
:nordics). Raises ArgumentError for a region not in regions/0.



    


    
      
        names()

      


        Every pattern name, in catalog order.



    


    
      
        patterns()

      


        Every pattern, in catalog order, with its regex compiled.



    


    
      
        region_label(region)

      


        A region's display name: region_label(:se) is "Sweden". Raises
ArgumentError for a region not in regions/0.



    


    
      
        regions()

      


        Every region a pattern is tagged with, in display order, as
[{region, label}]: [global: "Global", eu: "European Union", ...].



    


    
      
        scan(scanner, text)

      


        Every candidate match in text: values of the right shape, before any
validator runs. Grouped by pattern in the scanner's order, and left to
right within each pattern, with no match starting inside the previous
match of the same pattern. Matches of different patterns may overlap.



    


    
      
        valid?(name, value)

      


        Whether a value passes the validator of the named pattern, taken as the
whole of a match. It does not check the format: that is the regex's job,
and a pattern without a validator (:email, :phone_intl,
:date_of_birth) accepts every value. To check text, use find/2.



    





      


      
        Types


        


  
    
      
    
    
      name()



        
          
        

    

  


  

      

          @type name() :: atom() | String.t()


      


A pattern name, as an atom or a string.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      compile(patterns_or_names \\ names())



        
          
        

    

  


  

      

          @spec compile([name() | PiiCatalog.Pattern.t()]) :: PiiCatalog.Scanner.t()


      


Compiles a scanner. Takes pattern names, PiiCatalog.Pattern structs or
a mix; with no argument, every pattern. Matches are reported grouped by
pattern in the order given. Raises ArgumentError for an unknown name.
PiiCatalog.compile([:email, :iban, :phone_intl])
PiiCatalog.compile(PiiCatalog.in_region(:nordics))
A struct is taken as it is, so a pattern of your own can be scanned too;
its validator must be nil or one of PiiCatalog.Validators.names/0
(ArgumentError otherwise), and see PiiCatalog.Scanner for what a regex in the shared pass must
meet.

  



  
    
      
    
    
      fetch!(name)



        
          
        

    

  


  

      

          @spec fetch!(name()) :: PiiCatalog.Pattern.t()


      


The pattern with this name. Raises ArgumentError for an unknown name.

  



  
    
      
    
    
      find(scanner, text)



        
          
        

    

  


  

      

          @spec find(PiiCatalog.Scanner.t(), binary()) :: [PiiCatalog.Match.t()]


      


The matches in text that pass their pattern's validator, in the order
of scan/2. A pattern without a validator keeps every match.
Raises PiiCatalog.ScanError, with the patterns being scanned and the
engine's reason, when the regex engine gives up before the end of the
text: at its match or recursion limit. The result is never partial: the
whole text was scanned and every match is returned, or the call raises.
The caller decides what to do with a text that raised, such as refusing
it or redacting it whole. scan/2 raises the same way.
iex> scanner = PiiCatalog.compile([:credit_card])
iex> PiiCatalog.find(scanner, "Card 4111 1111 1111 1111, not 4111 1111 1111 1112")
[%PiiCatalog.Match{name: :credit_card, value: "4111 1111 1111 1111", offset: 5, length: 19}]

  



  
    
      
    
    
      get(name)



        
          
        

    

  


  

      

          @spec get(name()) :: PiiCatalog.Pattern.t() | nil


      


The pattern with this name, or nil. Builds only that pattern.

  



  
    
      
    
    
      groups()



        
          
        

    

  


  

      

          @spec groups() :: [{atom(), String.t(), [PiiCatalog.Pattern.t(), ...]}]


      


The patterns grouped by the region they are listed under (the first of
their regions), in display order: [{region, label, [pattern]}]. Each
pattern appears once.

  



  
    
      
    
    
      in_region(region)



        
          
        

    

  


  

      

          @spec in_region(atom()) :: [PiiCatalog.Pattern.t()]


      


The patterns tagged with a region, in catalog order. :eu includes the
identifiers listed under another group that are used in the EU, such as
:iban (listed under :global) and :personnummer_se (under
:nordics). Raises ArgumentError for a region not in regions/0.

  



  
    
      
    
    
      names()



        
          
        

    

  


  

      

          @spec names() :: [atom(), ...]


      


Every pattern name, in catalog order.

  



  
    
      
    
    
      patterns()



        
          
        

    

  


  

      

          @spec patterns() :: [PiiCatalog.Pattern.t()]


      


Every pattern, in catalog order, with its regex compiled.
Builds the list on each call: compile a scanner once rather than calling
this for every scan. From OTP 28 a compiled regex is a reference, so
patterns from two calls are not ==; compare them by name.

  



  
    
      
    
    
      region_label(region)



        
          
        

    

  


  

      

          @spec region_label(atom()) :: String.t()


      


A region's display name: region_label(:se) is "Sweden". Raises
ArgumentError for a region not in regions/0.

  



  
    
      
    
    
      regions()



        
          
        

    

  


  

      

          @spec regions() :: [{atom(), String.t()}, ...]


      


Every region a pattern is tagged with, in display order, as
[{region, label}]: [global: "Global", eu: "European Union", ...].

  



  
    
      
    
    
      scan(scanner, text)



        
          
        

    

  


  

      

          @spec scan(PiiCatalog.Scanner.t(), binary()) :: [PiiCatalog.Match.t()]


      


Every candidate match in text: values of the right shape, before any
validator runs. Grouped by pattern in the scanner's order, and left to
right within each pattern, with no match starting inside the previous
match of the same pattern. Matches of different patterns may overlap.
Each pattern gives what Regex.scan/3 on its own regex gives, though
most patterns share one pass over the text, except that an error from
the regex engine raises PiiCatalog.ScanError (see find/2) where
Regex.scan/3 would return the matches before it as if the text ended
there.

  



  
    
      
    
    
      valid?(name, value)



        
          
        

    

  


  

      

          @spec valid?(name(), binary()) :: boolean()


      


Whether a value passes the validator of the named pattern, taken as the
whole of a match. It does not check the format: that is the regex's job,
and a pattern without a validator (:email, :phone_intl,
:date_of_birth) accepts every value. To check text, use find/2.
iex> PiiCatalog.valid?(:iban, "DE89 3704 0044 0532 0130 00")
true
iex> PiiCatalog.valid?(:iban, "DE88 3704 0044 0532 0130 00")
false
Raises ArgumentError for an unknown name.

  


        

      


  

    
PiiCatalog.Pattern 
    



      
One identifier in the catalog: a regex that finds values of its shape, and
the check a value must pass before it counts.
Fields
	name – the stable identifier, an atom such as :iban or
:personnummer_se. Once a pattern is released its name never changes,
so it can be stored.
	label, short_label, plural – how to name it in a full sentence
("US Social Security number"), in a compact list ("SSN") and in running
text ("US social security numbers").
	regex – finds candidate values. Compiled without the u flag, so it
matches bytewise; see PiiCatalog.Patterns for the boundaries this
implies.
	regions – where the identifier is used, as region atoms
(PiiCatalog.regions/0). The first is the region it is listed under.
	confidence – how a match is confirmed:	:checksum – a validator confirms the value (a check digit or a
structure the regex cannot express);
	:format – the regex alone decides;
	:format_with_context – the identifier has no check digit, or one
too weak on its own, so the regex also requires a word naming it
directly before the value, and starts the match after that word with
\K. The validator still runs on the value.


	check – what the validator checks: :check_digit (a check digit,
letter or character computed from the rest of the value),
:structure (a structure only, such as a date of birth or ranges that
are never issued, with no check digit), :mixed (a check digit for
some values and a structure only for others, as for EU VAT numbers,
where some member states' numbers have no check), or nil (no
validator).
	keyword_required – true when the regex matches only directly
after a word naming the identifier. That is every
:format_with_context pattern, where the word is not part of the
match, and :date_of_birth, where it is.
	validator – the name of the check in PiiCatalog.Validators, or
nil when the format alone decides.
	requires – what a text must contain for the pattern to be scanned at
all: a literal every match contains ("@"), or a list of regexes, one
of which every text holding a match also matches. nil means always
scan.
	example – a test or invented value, never a real person's. For a
:format_with_context pattern it includes the keyword.
	notes – what the regex accepts, in a sentence or two.


      


      
        Summary


  
    Types
  


    
      
        check()

      


    


    
      
        confidence()

      


    


    
      
        t()

      


    





      


      
        Types


        


  
    
      
    
    
      check()



        
          
        

    

  


  

      

          @type check() :: :check_digit | :mixed | :structure | nil


      



  



  
    
      
    
    
      confidence()



        
          
        

    

  


  

      

          @type confidence() :: :checksum | :format | :format_with_context


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PiiCatalog.Pattern{
  check: check(),
  confidence: confidence(),
  example: String.t(),
  keyword_required: boolean(),
  label: String.t(),
  name: atom(),
  notes: String.t() | nil,
  plural: String.t(),
  regex: Regex.t(),
  regions: [atom(), ...],
  requires: String.t() | [Regex.t()] | nil,
  short_label: String.t(),
  validator: atom() | nil
}


      



  


        

      


  

    
PiiCatalog.Patterns 
    



      
The catalog itself: every identifier as a PiiCatalog.Pattern.
This module is for maintainers and for readers who want to audit a regex.
Use PiiCatalog.patterns/0 and the other functions in PiiCatalog to
read the catalog.
Adding a pattern
	An entry below. Its name is final once released, as callers store it.
Use <identifier>_<country> in lowercase ASCII, the identifier in its
local name and the country as its ISO 3166 code (personnummer_se,
nino_gb); no country for an identifier used across borders (iban).
	A validator in PiiCatalog.Validators where the identifier has a check
digit or a structure the regex cannot express, with unit tests.
	A vector file in test/vectors/<name>.exs with valid values, values
with the right shape that fail the check, and look-alikes. The catalog
test fails without one.
	A benchmark with every pattern on, on prose and on number-heavy text,
noted in the pull request. See "Scan cost" below.
	A line in CHANGELOG.md naming the identifier, and the
pii_catalog.readme Mix task run to regenerate the README table.

Boundaries
Patterns are compiled without the u flag so that they match bytewise and
hold on text that is not valid UTF-8. \b then reads each byte as
Latin-1, so the bytes of a non-ASCII character next to a value would count
as word characters and the boundary would not be seen. The boundary
fragments below ask only about ASCII word characters (A-Z, a-z, 0-9
and _): a value directly after or before any other byte, including the
bytes of a non-ASCII letter, is found.
Where the pattern itself begins or ends with a word character, half of the
boundary is already given and only the other half is asserted. The one
lookaround keeps the scan several times cheaper than the two-sided form,
which is needed only where the neighbouring character may be punctuation:
the start of an email address.
Scan cost
PiiCatalog.Scanner scans every pattern that starts with
(?<![A-Za-z0-9_]) and then a digit or a capital letter in one shared
pass, so such a pattern adds little to the scan. A pattern that cannot
start that way should start with a literal or a keyword with a single
first letter (cpr, national), which the regex engine finds without
trying every position; a keyword with several first letters, or a leading
character class, costs a full pass of its own. A literal every match
contains goes in requires, and the pattern is skipped on text without
it. A keyword-led pattern whose keywords start with different letters
lists one fast regex per letter in requires instead (svnr_at,
nif_pt).
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        all()

      


        Every pattern, in catalog order, with its regex compiled.



    


    
      
        get(name)

      


        The pattern with this name, with its regex compiled, or nil. Builds
only that pattern.



    


    
      
        names()

      


        Every pattern name, in catalog order.



    





      


      
        Functions


        


  
    
      
    
    
      all()



        
          
        

    

  


  

      

          @spec all() :: [PiiCatalog.Pattern.t()]


      


Every pattern, in catalog order, with its regex compiled.
Builds the list on each call. Use PiiCatalog.compile/1 once and keep
the scanner rather than calling this on every scan.

  



  
    
      
    
    
      get(name)



        
          
        

    

  


  

      

          @spec get(atom()) :: PiiCatalog.Pattern.t() | nil


      


The pattern with this name, with its regex compiled, or nil. Builds
only that pattern.

  



  
    
      
    
    
      names()



        
          
        

    

  


  

      

          @spec names() :: [atom(), ...]


      


Every pattern name, in catalog order.

  


        

      


  

    
PiiCatalog.Match 
    



      
One match in a text.
	name – the pattern that matched, such as :iban.
	value – the matched bytes. For a pattern that requires a keyword
before the value (:format_with_context), the keyword is not part of
it.
	offset – where the match starts, in bytes from the start of the
text.
	length – its length in bytes.

Offsets and lengths are in bytes, not characters, because the patterns
match bytewise. binary_part(text, match.offset, match.length) == match.value.
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        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %PiiCatalog.Match{
  length: non_neg_integer(),
  name: atom(),
  offset: non_neg_integer(),
  value: binary()
}


      



  


        

      


  

    
PiiCatalog.ScanError exception
    



      
Raised by PiiCatalog.scan/2 and PiiCatalog.find/2 when the regex
engine stops before it has scanned the whole text, for example when a
pattern reaches the engine's match limit (:match_limit) on a crafted
input.
The scan reports no result for that text rather than the matches found
before the engine stopped: a text that was not fully scanned is not
reported as holding no identifier. What to do with the text, such as
refusing it or redacting it whole, is the caller's choice.
The catalog's tests run its patterns on crafted inputs that make regexes
backtrack, such as a keyword followed by thousands of spaces; a pattern
of your own can still reach the limit.
	patterns – the names of the patterns that were being scanned. For
the shared pass (see PiiCatalog.Scanner) these are all the patterns
in it.
	reason – the error the regex engine returned, such as
:match_limit or :match_limit_recursion.
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        t()

      


    





  
    Functions
  


    
      
        message(scan_error)

      


        The error as a sentence, naming the patterns and the engine's reason.
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      t()



        
          
        

    

  


  

      

          @type t() :: %PiiCatalog.ScanError{
  __exception__: true,
  patterns: [atom()],
  reason: term()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      message(scan_error)



        
          
        

    

  


  

      

          @spec message(t()) :: String.t()


      


The error as a sentence, naming the patterns and the engine's reason.

  


        

      


  

    
PiiCatalog.Scanner 
    



      
A compiled set of patterns, ready to scan text. Build one with
PiiCatalog.compile/1 and keep it: compiling every pattern takes about
as long as scanning a few kilobytes of text, which is worth paying once rather
than per call. A scanner is an immutable value, so it can be kept in a process, an ETS
table or :persistent_term. Build it at runtime rather than in a module
attribute: from OTP 28 a compiled regex is a reference, which cannot be
stored at compile time.
How a text is scanned
The regex engine pays a cost at every position of the text for each pass,
so scanning patterns one after another costs one such pass each. Most
catalog patterns start the same way: no ASCII word character before, then
a digit or a capital letter. Those share one pass. Patterns of your own
never do: each is scanned in a pass of its own, so it cannot change what
the catalog patterns find, and an error from the engine on it names it
alone. At each position where
such a match can start, each of them is tried as a lookahead with a named
capture, and the position is reported only if one of them matched.
For each pattern the result is what Regex.scan/3 gives on its own
regex: matches left to right, none starting inside the previous one. A
pattern scanned in the shared pass matches at a position exactly when its
own regex does, so the only step left is dropping a match that starts
inside the previous one.
A catalog pattern shares the pass when shared?/1 is true: its regex starts with
(?<![A-Za-z0-9_]), has no flags, has no | outside parentheses, and
uses none of \K, a backtracking verb such as (*SKIP) (any (* in
its source), a named group, a backreference (\1 to \9, \g,
\k, (?P=), a subroutine call ((?1), (?+1), (?-1), (?R),
(?&name), (?P>name)) or a condition other than an assertion ((?(1),
(?(R), (?(DEFINE)). Inside the shared regex a verb would act on the
other patterns' positions too, and the others would point at the wrong
group, as group numbers count from the start of the whole regex. In a regex such as (?<![A-Za-z0-9_])ORD\d{4}|INV\d{4}
the lookbehind applies to the first branch only, but in the shared regex
it would apply to both. The rest are scanned on
their own: those starting with a literal (@, +) or a keyword, which
the engine finds quickly, and those with flags or any of the above. A
pattern scanned on its own is skipped when the text lacks what its
requires field names: a literal, or a match for one of a list of
regexes.
A pattern in the shared pass must also begin every match with a digit or
a capital letter. The catalog's tests check this for every catalog
pattern that shares the pass.
When the regex engine stops
The engine stops a match that takes too many steps and returns an error
(:match_limit). Regex.scan/3 reads that error as no more matches, so
the rest of the text would go unscanned without a sign. The scanner reads
the error and raises PiiCatalog.ScanError instead. A pattern skipped
on a text that lacks its requires is still skipped; a requires regex
that stops with an error counts as present, so the pattern is scanned.
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        t()

      


    





  
    Functions
  


    
      
        find(scanner, text)

      


        The matches of scan/2 that pass their pattern's validator, in the same
order. The validator sees the matched bytes alone. Raises
PiiCatalog.ScanError as scan/2 does.



    


    
      
        new(patterns)

      


        Compiles a scanner for the given patterns, scanned in the order given.
A second pattern with a name already in the list is dropped. Raises
ArgumentError for a pattern whose validator is neither nil nor one
of PiiCatalog.Validators.names/0.



    


    
      
        patterns(scanner)

      


        The patterns a scanner holds, in the order it reports them.



    


    
      
        scan(scanner, text)

      


        Every candidate match of every pattern in text, before validation.
Grouped by pattern in the scanner's order, and left to right within each.
Raises PiiCatalog.ScanError when the regex engine stops before the end
of the text.



    


    
      
        shared?(pattern)

      


        Whether a pattern is scanned in the shared pass. Only catalog patterns
are: a pattern whose name is not in the catalog, or whose regex is not
the catalog's (same source and options), is scanned on its own. Of the
catalog patterns, those whose regex starts with (?<![A-Za-z0-9_]),
has no flags and no | outside parentheses, and has no \K,
backtracking verb, named group, backreference, subroutine call or
condition other than an assertion share the pass.
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          @opaque t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      find(scanner, text)



        
          
        

    

  


  

      

          @spec find(t(), binary()) :: [PiiCatalog.Match.t()]


      


The matches of scan/2 that pass their pattern's validator, in the same
order. The validator sees the matched bytes alone. Raises
PiiCatalog.ScanError as scan/2 does.

  



  
    
      
    
    
      new(patterns)



        
          
        

    

  


  

      

          @spec new([PiiCatalog.Pattern.t()]) :: t()


      


Compiles a scanner for the given patterns, scanned in the order given.
A second pattern with a name already in the list is dropped. Raises
ArgumentError for a pattern whose validator is neither nil nor one
of PiiCatalog.Validators.names/0.

  



  
    
      
    
    
      patterns(scanner)



        
          
        

    

  


  

      

          @spec patterns(t()) :: [PiiCatalog.Pattern.t()]


      


The patterns a scanner holds, in the order it reports them.

  



  
    
      
    
    
      scan(scanner, text)



        
          
        

    

  


  

      

          @spec scan(t(), binary()) :: [PiiCatalog.Match.t()]


      


Every candidate match of every pattern in text, before validation.
Grouped by pattern in the scanner's order, and left to right within each.
Raises PiiCatalog.ScanError when the regex engine stops before the end
of the text.

  



  
    
      
    
    
      shared?(pattern)



        
          
        

    

  


  

      

          @spec shared?(PiiCatalog.Pattern.t()) :: boolean()


      


Whether a pattern is scanned in the shared pass. Only catalog patterns
are: a pattern whose name is not in the catalog, or whose regex is not
the catalog's (same source and options), is scanned on its own. Of the
catalog patterns, those whose regex starts with (?<![A-Za-z0-9_]),
has no flags and no | outside parentheses, and has no \K,
backtracking verb, named group, backreference, subroutine call or
condition other than an assertion share the pass.

  


        

      


  

    
PiiCatalog.Validators 
    



      
Checks a candidate match must pass before it counts.
A regex finds values of the right shape; many of those are order numbers,
timestamps or version strings. Where an identifier carries a check digit
or a structure the regex cannot express, it is confirmed here.
Each check takes only the matched bytes. It does not depend on the text
around them, so a value gives the same answer wherever it is found.
valid?/2 takes the name of a check, which is a pattern's validator
field, not the pattern's name; several patterns could share one check.
PiiCatalog.valid?/2 takes a pattern name.
Three checks compare a date of birth with today's date
(Date.utc_today/0): :pesel_pl, :isikukood_ee (a date after today is
refused) and :rrn_be (the reading for people born from 2000 is tried
only for a year that has begun). Their answer for a given value can change
as time passes.

      


      
        Summary


  
    Functions
  


    
      
        date?(year, month, day)

      


        Whether a day, month and two-digit year can be a date of birth. Without the
century, 29 February is accepted in every year divisible by four.



    


    
      
        describe(atom)

      


        What a check confirms, in a few words: "Luhn check digit". nil, no
check, is "Format only".



    


    
      
        digits(value)

      


        The decimal digits in a value, in order, with separators dropped.



    


    
      
        iban_length(country)

      


        The IBAN length for a country code, or nil outside SEPA.



    


    
      
        iban_lengths()

      


        The IBAN length of every country in the EPC's list of SEPA countries, as
a map from the country code to the length: %{"AD" => 24, ...}.



    


    
      
        iso7064_mod11_10(digits)

      


        The ISO 7064 MOD 11,10 check digit for a list of digits. Used by the
German Steuer-ID and the German and Croatian VAT numbers.



    


    
      
        luhn?(digits)

      


        The Luhn check (ISO/IEC 7812-1), on a list of digits. Used by payment cards,
and by Swedish personnummer on the ten-digit form.



    


    
      
        mod11_check_digit(digits, weights)

      


        A weighted mod-11 check digit: 11 minus the weighted sum mod 11, where 11
gives 0 and 10 gives nil, a number that is never issued. Used by the
Norwegian fødselsnummer.



    


    
      
        names()

      


        The name of every check valid?/2 runs.



    


    
      
        valid?(name, value)

      


        Runs the named check on a matched value. nil accepts every value.



    





      


      
        Functions


        


  
    
      
    
    
      date?(year, month, day)



        
          
        

    

  


  

      

          @spec date?(integer(), integer(), integer()) :: boolean()


      


Whether a day, month and two-digit year can be a date of birth. Without the
century, 29 February is accepted in every year divisible by four.

  



  
    
      
    
    
      describe(atom)



        
          
        

    

  


  

      

          @spec describe(atom() | nil) :: String.t()


      


What a check confirms, in a few words: "Luhn check digit". nil, no
check, is "Format only".

  



  
    
      
    
    
      digits(value)



        
          
        

    

  


  

      

          @spec digits(binary()) :: [0..9]


      


The decimal digits in a value, in order, with separators dropped.

  



  
    
      
    
    
      iban_length(country)



        
          
        

    

  


  

      

          @spec iban_length(String.t()) :: pos_integer() | nil


      


The IBAN length for a country code, or nil outside SEPA.

  



  
    
      
    
    
      iban_lengths()



        
          
        

    

  


  

      

          @spec iban_lengths() :: %{required(String.t()) => pos_integer()}


      


The IBAN length of every country in the EPC's list of SEPA countries, as
a map from the country code to the length: %{"AD" => 24, ...}.

  



  
    
      
    
    
      iso7064_mod11_10(digits)



        
          
        

    

  


  

      

          @spec iso7064_mod11_10([0..9]) :: 0..9


      


The ISO 7064 MOD 11,10 check digit for a list of digits. Used by the
German Steuer-ID and the German and Croatian VAT numbers.

  



  
    
      
    
    
      luhn?(digits)



        
          
        

    

  


  

      

          @spec luhn?([0..9]) :: boolean()


      


The Luhn check (ISO/IEC 7812-1), on a list of digits. Used by payment cards,
and by Swedish personnummer on the ten-digit form.

  



  
    
      
    
    
      mod11_check_digit(digits, weights)



        
          
        

    

  


  

      

          @spec mod11_check_digit([0..9], [pos_integer()]) :: 0..9 | nil


      


A weighted mod-11 check digit: 11 minus the weighted sum mod 11, where 11
gives 0 and 10 gives nil, a number that is never issued. Used by the
Norwegian fødselsnummer.

  



  
    
      
    
    
      names()



        
          
        

    

  


  

      

          @spec names() :: [atom(), ...]


      


The name of every check valid?/2 runs.

  



  
    
      
    
    
      valid?(name, value)



        
          
        

    

  


  

      

          @spec valid?(atom() | nil, binary()) :: boolean()


      


Runs the named check on a matched value. nil accepts every value.
The names are those in names/0; any other raises ArgumentError.
Separators the pattern allows are dropped by the check itself, so
"4111 1111 1111 1111" and "4111111111111111" give the same answer.
For a binary value it returns a boolean and does not raise.

  


        

      


  

    
PiiCatalog.Validators.NationalIds 
    



      
National identity, tax and social security numbers: the checks for
:pesel_pl, :rrn_be, :ppsn_ie, :nif_pt, :ahv_ch, :svnr_at,
:isikukood_ee and :nhs_gb.
Each is written from what its issuer, or the issuer's government,
publishes, except the isikukood's check digit:
	:pesel_pl – Ustawa o ewidencji ludności, art. 15, and the
Rozporządzenie MSW z dnia 4 stycznia 2012 r. w sprawie nadania lub
zmiany numeru PESEL, § 7.
	:rrn_be – Registre national, "T.I. 000 – Le numéro
d'identification" (2016), and the Banque Carrefour de la sécurité
sociale, "Registres: concepts et règles".
	:ppsn_ie – Department of Social Protection, "Extension of the
Personal Public Service Number Range", for the structure and the
ninth character. It does not give the weights or the letter for each
remainder. Those are taken from the Irish VAT number rules
Ireland published through the Austrian Ministry of Finance (see
PiiCatalog.Validators.VatEu), and they reproduce both of the
department's examples.
	:nif_pt – Decreto-Lei n.º 14/2013, art. 4 (nine digits, the last a
check digit), and the Portuguese VAT rules published through the
Austrian Ministry of Finance, whose number is the NIF.
	:ahv_ch – the Central Compensation Office (ZAS), "AHV-Nummer", and
the Federal Social Insurance Office's Wegleitung über
Versicherungsausweis und individuelles Konto, annex 7.
	:svnr_at – Anfragebeantwortung 4690/AB XXIII. GP (Federal Ministry
of Health, 2008), and the Dachverband der Sozialversicherungsträger's
description of the number.
	:isikukood_ee – Siseministri määrus "Isikukoodide moodustamise ja
andmise kord", § 4, for the structure. The check digit is defined in
the standard EVS 585, which is sold, not published. The rule checked
is the one the Estonian Wikipedia article "Isikukood" gives, which
the Information System Authority's eID overview cites on the
formula's origin and its weakness.
	:nhs_gb – the NHS Data Dictionary, "NHS NUMBER".

Two checks also compare the date of birth with today's date
(Date.utc_today/0): :pesel_pl and :isikukood_ee refuse a date after
today. :rrn_be tries the reading for people born from 2000 only for a
year that has begun.
SOURCES.md in the repository gives each source's address.

      


      
        Summary


  
    Functions
  


    
      
        valid?(atom, value)

      


        Runs the check for one of the identifiers above on a matched value.
Separators the pattern allows are dropped first.



    





      


      
        Functions


        


  
    
      
    
    
      valid?(atom, value)



        
          
        

    

  


  

      

          @spec valid?(
  :pesel_pl
  | :rrn_be
  | :ppsn_ie
  | :nif_pt
  | :ahv_ch
  | :svnr_at
  | :isikukood_ee
  | :nhs_gb,
  binary()
) :: boolean()


      


Runs the check for one of the identifiers above on a matched value.
Separators the pattern allows are dropped first.
iex> PiiCatalog.Validators.NationalIds.valid?(:nhs_gb, "943 476 5919")
true
iex> PiiCatalog.Validators.NationalIds.valid?(:nhs_gb, "943 476 5918")
false

  


        

      


  

    
PiiCatalog.Validators.VatEu 
    



      
EU VAT identification numbers, for the 27 member states.
The prefix is the country code, EL for Greece. The national number
follows in its compact form, after an optional space.
Each country's check is written from what its issuer, or the issuer's
government, publishes. Most come from one source: the Austrian Federal
Ministry of Finance's Information über die Konstruktionsregeln der
Umsatzsteuer-Identifikationsnummern (UID), Stand November 2020. Member
states released the rules in it for publication. That covers AT, BE, DE,
DK, EE, FI, HU, IE, IT, LT, LU, NL, PL, PT, SE, SI and SK. The others come
from national law:
	CZ – zákon č. 280/2009 Sb. § 130 (the number is the IČO of a legal
entity or the birth number of a person), the Czech Statistical
Office's description of the IČO check, and zákon č. 133/2000 Sb. § 13
on birth numbers.
	ES – Real Decreto 1065/2007 and Orden EHA/451/2008 on the NIF, and the
Ministerio del Interior's DNI and NIE letter table.
	FR – INSEE's description of the SIREN, which carries a Luhn check
digit.
	HR – Zakon o osobnom identifikacijskom broju (NN 60/2008) and its
Pravilnik (NN 1/2009): the number is the OIB, with an ISO 7064
MOD 11,10 check digit.

Only the structure is checked where no official source publishes a
check, or where a number with a published check cannot be told from one
without. That applies to all of a country's numbers for BG, CY, EL, LV, MT
and RO. It also applies to some numbers in three more countries:
	ES – legal entities, and the K, L and M forms. Each is a letter,
seven characters and a control character.
	FR – the two-character key. The SIREN after it is still checked.
	CZ – nine-digit birth numbers, which people born before 1954 hold.
These have no check digit, so only their date is checked.

SOURCES.md in the repository lists the source for each country.

      


      
        Summary


  
    Functions
  


    
      
        member_states()

      


        The prefixes valid?/1 knows, EL for Greece.



    


    
      
        valid?(arg1)

      


        Whether a VAT number, with its two-letter prefix, passes its country's
check. A space between the prefix and the number is allowed.



    





      


      
        Functions


        


  
    
      
    
    
      member_states()



        
          
        

    

  


  

      

          @spec member_states() :: [String.t(), ...]


      


The prefixes valid?/1 knows, EL for Greece.

  



  
    
      
    
    
      valid?(arg1)



        
          
        

    

  


  

      

          @spec valid?(binary()) :: boolean()


      


Whether a VAT number, with its two-letter prefix, passes its country's
check. A space between the prefix and the number is allowed.
iex> PiiCatalog.Validators.VatEu.valid?("DE 111111125")
true
iex> PiiCatalog.Validators.VatEu.valid?("DE111111126")
false
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